How to install the secured network application — SSLVPN Client

Before the Archaeological objects declaration process

Stepl:
Open google chrome and enter the following address: https://212.40.130.187:444

A dialog box will appear with the following title : “Your connection is not private”
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Your connection is not private

£9.108.166.67 (for ¢

Step2:

click on ADVANCED

Step3:
The dialog box will stretch down with the end line indicating the following :

Proceed to 212.40.130.187 (unsafe)

Click on it

A new dialog box will appear, requesting a Name and a password
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Step 4:

Enter the following Name and Password
Name = userl

Password = qdduserl

Once entered, press the Login button

The following dialog box will appear
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Welcome to SSL VPN Service %) Help gl Logout

‘Session Information

Time Logged In: user1 (0 hour(s), 1 minute(s). 7 second(s)
HTTP Inbound/Qutbound Trafic: 0 bytes / 0 bytes
HTTPS Inbound/Outbound Traffic: 0 bytes / 0 bytes

The Fortinet SSL-VPN Client plugin is not installed on your computer. is not up to date. or your browser settings are blecking the plugin from running. The plugin is required for the tunnel mode
function of the SSL-VPN Client

You need to have administrator rights to perform the first time installation. Once it is installed, it runs under normal user privileges and can be upgraded to newer versions without administrator
privileges

Click here to download and install the plugin. Affer the installation. please restart your browser.

Step 5:
wait for data to appear in Tunnel Mode

Then click on Click here to download and install the plugin.

Tunnel Mode

The Fortimet SS5L-VPN Client plugin 151
function of the SSL-VPN Client.

You need to have administrator rights to
privileges.

Click here to download and install the p

Login History

Connection Tool

Type: HTTP/H"
Host:
i3 SslvpnClient.exe -

SshvpnClient.exe


https://89.108.145.35:444/SslvpnClient.exe

Step 6:

Wait for SslvpnClient.exe to finish downloading then click on it (the icon of the download will
appear in the left bottom side of your browser window)

Step 7:
A new dialog box will appear, asking you if you want to run the file.

Press the Run button

Open File - Security Warning

- Do you want to run this file?

. @ MName: Ch\Users\Michel\Downloads\SslvenClient, exe
Ites Publisher: Fortinet Technologies

Type: Application
From: ChUsers\Michel\Downloads\SslvpnClient. exe
11al [l

Run ]I Cancel I

P Always ask before opening this file

potertialty harm your computer. Only run software from publishers

|@ While files from the Intemet can be useful, this file type can
A you trust. What's the risk ? I

A new dialog box will appear, informing you that it will install the FortiClient SSLVPN software.

Note: in some computers, a dialog box with “Run as administrator” button will appear. You should
click this one to continue the installation)

Follow the installation procedures by clicking yes on the new dialog box.
Step 8:

Logout/close google chrome then click on install on the dialog box that will appear on your screen.

&l FortiClient SSLVPN Installe

_AO]  Ssivprinstaller 4.0.2300
A

L8 [C) 2004 - 2014 Fortinet Inc. All rights reserved.

This installer will install FortiClient S5LVPM S oftware.
Flease cloze all web browsers before starting install

o continue.

Install I Close




Step 9:

The software will install itself as per the following dialog box.

(2 FortiClient SSLVPN Installe

_A]  Seleprinstaller 4.0.2300
=)
i = [C) 2004 - 2074 Fortinet Inc. &l rights reserved.
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bir = C:\Program Files [#36]4Fortineth S elvpnClient forticontrol. il -
wer =4.0.2300

SSLYPN CacheCleaner Actives

bir = C:%Program Files [#36]WFartineth S elvpnClient\foticachecleaner. di
wer = 4.0.2300

S5LWPM CacheCleaner Activel:
bir = C:\Program Files [#86]\FortinethS slvprClientsS slvprnHostCheck. dil
ver = 4.0.2300

Copy Meszage |

When the installation is done press the “Close” button.
Step 10:

Open FortiClient SSLVPN by clicking on the windows button and typing the name in the search box as
shown below (Note: in some computers the FortiClient SSLVPN icon can appear above the search
box. In this case you directly click on it)

Programs (1)

Files (1) FortiClient SSLVPN |

‘ﬁ! SshvpnClient

% EortiClient SSLVPN |

p See more results

|fortic|ier1t sslvpn| F | | Shut down | 3 |




Step 11:

A new dialog box will appear.

Click on the “Settings” button

Connecton ame: [ -

Server Address: I

Username: I

Pazzwmard: I

Client Certificate: I

Connection

Status:

Duration:

Dizconnected  Butes Sent:
00:00:00  Buytes Received:

Settings. .. |

Connect I Dizconnect

A new dialog box will appear

Click on the “New Connection” button

— Global Setting

[ Keep connection alive until manually stopped

— Connection:

Connechion Mame | Dezcription

New Connection... I
Edit.. |
Delete |

< m

— Seftings of zelected connection

Connection Mame: I

Drescription: I

Server Address: I

[~ Do not warn about server certificate validation Failure

Uzer Mamne: I

Paszzward: I

Client Certificate: I

oK Cancel



Step 12:

Fill in the following information:

Connection Name: Archaeologicalobjectsdeclaration

Server Address : 212.40.130.187:444
Leave the Description filed empty and tick the box in front of “Do not warn about ...”
User Name: userl

Password : qdduserl

After you are done press OK ... then OK again

Global Settings
’7|_ F.eep connection alive until manually stopped

i
Mew Connection Settings u

— Connection 5 ettingz

Connection M ame; I.-’-'-.rchaenlngicalnbideclaratiu:un

Dezcrption: I

Server Address; I 33108, 166.67: 444

¥ Do not warn about server certificate validation Failure

Uzer Marme: Iuseﬂ

xxxxxxx1

Fazsword: I

Client Certificate; I ;I

] I Cancel |




Step 13:
Press the “Connect” button

FortiClient SSLVPRK

Connection Manme: I Archagologicalobjdeclaration

Server Addiess: | 53.108.165.67. 444

|Jzermame: Iuseﬂ

Pazsward: Ixxxxxxxx

Client Certificate: I

Connection
Status: Disconnected  Bytez Sent:

Druration: 00:00:00  Bytes Received:

Settings... I Connect Disconnect

When the connection is established the dialogue box will change in appearance as below. Do not
press disconnect.

Connection Mame: I.l'l'-.n::haeulugicalubideclaratinn

Server Address: | ag 103 166 67.444

Lgername; Iuseﬂ

Password: I’“‘“**’“‘"

Client Certificate: I LI
Connection
Status: Connected  Butes Sent: 6,640
Diuration: 00:00:02 Bytez Received: 163

Sethings... | Connect I Dizconnect Exit




Step 14:
Open google chrome and enter the following address:

http://10.212.134.6/Archaeologicalobjectsdeclaration/Signin.aspx

You are now in the declaration zone.

You should first create your own account in order to begin the declaration process.

To create your account press on the red button “lua L3 and follow the indicated steps as
explained in the document “Registration and Personal Data. Steps to follow before
the declaration”.
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